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1. Statement of intent 
This Disaster Recovery Plan (DRP) outlines how St Cecilia’s Catholic Primary School will respond to IT failures and what the recovery plan includes:
· Continuity of education
· Protection of pupil and staff data
· Rapid restoration of critical services
· Compliance with UK legislation including:
· UK GDPR
· Data Protection Act 2018
· Keeping Children Safe in Education (KCSIE)

2. Plan 
This plan covers:
· School network and servers
· Internet connectivity
· Google Workspace (Emails, Google Drive, Google Classroom, Google Apps)
· Microsoft 365 (Primarily OneDrive)
· Management Information System (MIS) - Arbor 
· Finance System - Access
· Laptops, PCs and tablets
· Telephony systems
· Backups and data storage
· School website and communication systems

3. Objectives 
· Restore critical systems within agreed timescales
· Minimise disruption to learning
· Safeguard sensitive information
· Maintain clear communication
· Reduce risk of repeat incidents

4. Key Contacts 
	Role
	Contact

	Headteacher
	S.Hurst

	School Business Manager
	K. Riley

	Computing / IT Coordinator
	C. Lorne 

	Data Protection Officer (DPO)
	E2E Education Ltd

	Hi-Impact Helpdesk
	support@hi-impact.co.uk



5. Critical Systems 
The following are defined as critical to school operation:
· Internet access
· MIS system - Arbor (attendance, safeguarding, contacts)
· Email (Google Workspace and Microsoft 365)
· Cloud storage (Google Drive and OneDrive)
· Safeguarding and CPOMS 
· Telephony
· Website and parent communication tools

6.Backup Strategy 
6.1 Data Backed Up
· MIS databases
· Staff shared drives
· Financial data
· Google Workspace data
· Microsoft 365 data
6.2 Backup Locations
· Encrypted onsite backup appliance
· Secure offsite cloud backup managed by Hi-Impact
6.3 Frequency
· Daily incremental backups
· Weekly full backups
· 30-day retention minimum
6.4 Testing
· Quarterly restore tests performed by Hi-Impact
· Annual full disaster recovery simulation

7. Roles and Responsibilities 
Incident Response Team
· Headteacher: Overall decision making
· DSL: Safeguarding 
· School Business Manager: Communications and administration
· IT Coordinator: Liaison with Hi-Impact
· Data Protection Officer: Data breach management
· Hi-Impact: Technical recovery and investigation

8. Incident Classifications 
Incidents are classed as:
· Low: Minor disruption (single device failure)
· Medium: Loss of a system (email, printing)
· High: Whole network outage
· Critical: Cyber-attack or data breach

9. General incident response Process 
Identify and log the issue via hi-impact support ticketing:
1. Contain the problem
2. Inform SLT
3. Assess impact
4. Implement recovery
5. Communicate with staff
6. Review and record lessons learned

10. Specific Recovery Procedures 
A. Internet Failure 
Likely Impact
· No access to Google Workspace
· No Microsoft 365
· MIS unavailable
· Online learning disrupted
Actions
1. Report outage to Hi-Impact
2. Restart router and firewall
3. Contact ISP via Hi-Impact
4. Switch to backup connection if available
5. Use offline resources
6. Notify staff of outage
7. Record incident

B. Google workspace outage
Symptoms
· Gmail unavailable
· Google Classroom inaccessible
· Drive not syncing
Actions
1. Check Google Workspace Status Dashboard
2. Report to Hi-Impact
3. Switch to Microsoft 365 email temporarily
4. Inform staff to use Microsoft products such as Microsoft Office
5. Post updates via text/website

C. Microsoft 365 outage 
Actions
1. Confirm via Microsoft Service Health
2. Log call with Hi-Impact
3. Use Google Workspace services as fallback
4. Communicate with staff

D. Server or network failure 
Actions
1. Identify failed component
2. Contact Hi-Impact immediately
3. Switch to cloud-only working
4. Restore from backups if required
5. Provide temporary devices if needed

E. Ransome or Malware attack 
Immediate Steps
1. Disconnect affected devices from network
2. Disable Wi-Fi if necessary
3. Inform Headteacher and Hi-Impact immediately
4. Do NOT pay any ransom
5. Preserve evidence
Recovery Process
· Hi-Impact to:
· Isolate infection
· Wipe affected machines
· Restore clean backups
· Reset all passwords
· Enable additional protections
Notifications
· Data Protection Officer
· Local Authority (if required)
· ICO (within 72 hours if personal data involved)
· Parents/staff if necessary

F. Data breach 
Examples
· Lost laptop
· Email sent to wrong recipient
· Compromised account
Procedure
1. Contain breach
2. Inform DPO
3. Assess risk
4. Reset credentials
5. Notify affected parties
6. Report to ICO if required
7. Record in breach log

G. Phishing incident 
1. User reports suspicious email
2. IT Coordinator alerts Hi-Impact
3. Hi-Impact blocks sender
4. School-wide warning issued
5. Password resets enforced
6. Additional staff training arranged

11. Community Strategy 
During incidents the school will use:
· Parent text messaging system
· School website
· Staff phone tree
· Alternative email platform
Prepared Templates
· System outage notice
· Data breach notification
· Service restoration update

12.Conitiuity of learning 
If IT systems are unavailable:
· Use paper registers
· Printed resources
· Offline lesson plans
· Phone calls instead of email
· Temporary admin processes

13. Prevention and Security Measures 
The school will maintain:
· Multi-Factor Authentication on:
· Google Workspace
· Microsoft 365
· Regular:
· Windows and device updates
· Antivirus protection
· Web filtering and monitoring through Netsweeper and  Securus 
· Staff cyber awareness training
· Phishing simulations
· Strong password policies
· Least privilege access for staff
· Device encryption


14. Monitoring and Review 
· The next scheduled review date for this policy is March 2027 and Reviewed with Hi-Impact each year
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